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WARRANTY
|

The device supplied to the buyer and/or the recipient is guaranteed by CLEODE against any
malfunctions originating from a design and/or manufacturing flaw, for a period of twelve (12)
months following delivery. The buyer and/or recipient is (are) responsible for proving the
existence of the said defects or flaws. This warranty is applicable in accordance with articles
1641 to 1648 of the French Civil Code and in compliance with the French statutory warranty.
The warranty covers the replacement free of charge of devices and parts affected by a design
and/or manufacturing flaw excluding conspicuous defects in the device that are covered by
the buyer and/or the recipient.

In order to invoke the warranty, the buyer must immediately send written notice to CLEODE
of the flaws that it attributes to the device. It must enable CLEODE to have access to the
device to observe these defects and repair them. The warranty provided by CLEODE is
strictly limited to the equipment provided and shall only have for effect the replacement or
repair, at CLEODE’s expense, on its own premises, of all devices or parts that are not
functioning as a result of defects or flaws. CLEODE reserves the right to modify the devices
in order to comply with the warranty.

The warranty does not apply to replacement or repairs that may result from normal wear and
tear of devices, systems or products, damage or accidents resulting from negligence, failure to
supervise or maintain, or incorrect use of the devices, systems and/or products.

The maintenance service is provided by CLEODE with all reasonable care possible and in
compliance with the current state of the arts.

The exchange of parts or repairs performed under the warranty cannot result in extending the
length of the warranty. In no event can the unavailability of the device due to servicing give
rise to compensation for any reason whatsoever. The seller is released from all obligations
relating to the warranty if the product or device has been modified without prior written
consent, or if original parts have been replaced by parts which it has not manufactured
without prior consent. If unforeseen damage is caused by the device, it is expressly agreed
that the seller can only be liable for the reimbursement of monies received for the purchase of
the device if it has been destroyed. Under no circumstances can the seller be held liable for
indirect or contingent damage. The seller is released from any liability and the buyer waives
any rights against it if an accident or direct or indirect damage is caused to the buyer
following a defect, incorrect usage, incorrect maintenance or normal wear of the device sold.
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GLOSSAIRE
|

CleoBee™ Software of Network management

UBEE Coordinator

ZPlug Router and Power Outlet

ZRC Wall switch for ZPlug or Zlight and Temperature sensor
ZMove PIR motion detector

ZDoor Open Door Detector

ZGas Detector of carbon monoxide and smoke
ZHum Humidity and temperature sensor

ZLum [lluminance sensor

ZLeak Water leak detector

ZMeter Metering of water or electricity

ZLight 2 lights 500 W max command

ZLock Door lock command

ZShade Roller shutter or blind command

ZSC Remote control for ZShade or ZLock
ZScreen LCD screen to show measures of sensors
ZXpand Router to expand the Zigbee network
ZLoad Product for updating CLEODE objects
SMTP Simple Mail Transfer Protocol

SSL Secure Socket Layer

TLS Transport Layer Security

UM_CLEOBEE_20090130_005_00_00.doc CLEODE Page 6 sur 91



User Manual — CleoBee

TABLE OF REVISIONS
|

Version Author(s) | Description Date

1.0 CLEODE | Initial version 12/12/2008

1.2 CLEODE | Add functionalities 30/01/2008

1.3 CLEODE | Add software actions 12/08/2009

14 CLEODE | Add bindings 06/10/2009

1.5 CLEODE | Change in the license management 21/10/2009

1.6 CLEODE | Add network actions (Email, URL, SMS) 29/01/2010

1.7 CLEODE | Add filter of ZigBee nodes, storage in database, configuration | 18/05/2010
Zigbee network parameters

2.0 CLEODE | Major change for download of the UBee (Zstack 2.3.0) 29/06/2010

25 CLEODE | Add opening of the association duration, Network security keys and | 09/03/2011
improvement of several functionalities

3.0 CLEODE | Major change in the network management by UBee and add network | 23/05/2011
parameters save/restore

4.0 CLEODE | Major change concerning the software actions to allow the remote | 07/05/2012
access to a Wibee by CleoBee

5.0 CLEODE (I\:/Ilajor change concerning the multi-triggers, the auto-update of | 17/02/2014

eoBee.

UM_CLEOBEE_20090130_005_00_00.doc CLEODE Page 7 sur 91




User Manual — CleoBee

| INTRODUCTION

.1 FONTIONALITIES

The manager of network CleoBee™ has to manage the Zigbee nodes. That is:

- Display Zigbee nodes belonging to the network,

- Authorize the Zigbee nodes to enter in the network,

- Configure Zigbee nodes of the network,

- Configure the Zigbee network parameters,

- Display alarms generated by Zigbee nodes,

- Define binding between Zigbee nodes of the network.

- Define groups and scenes on Zigbee nodes of the network.
- Define software actions,

- Display software actions triggered.

Below the main screen of the manager with on the left the list of Zigbee nodes is belonging to
the network and on the right a geographical view presenting the position of some objects.

On the left in the state bar is displayed the Zigbee network channel and on the right the
number of Zigbee nodes detected on this channel.

+ CleoBee - Untitled

File Edit Yew Toaols SE&E@H Window  Help
BaE i - 0

Zighes nades | Project | Scenes & View Topology
UBEE (39-EA)

f2] zpLuc (se-se)

2] zrLuc 2665

ZRC (SD-0E)

ZMOVE (FD-C7)

f2) zpocr (sa-65)

(5D-0E)

(26-85) & (58-65)

(FD-C7)

I‘ Channel : 13 ‘Status 8 Modes 6
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.2 FIRST USE

.2.1 STANDARD VERSION

1) Run the installation program of CleoBee™ « cleobee_install.exe » being on Cd-Rom
(cf. Chap.IlI).

2) Launch CleoBee™ with the shortcut installed on the desktop.

After few seconds, the coordinator should appear in the list of Zigbee nodes on the left side of
the screen in the tab “Zigbee nodes”.

+ CleoBee - Untitled
File Edit ‘jew Tools 5SE & E@H Window  Help

BRaEl & = B

Zighee nodes | Project | Scenes “& View Topology

UBEE (39-EA)

If the following message is displayed in the status bar in the screen bottom, it means that the
license typed during the installation of CleoBee™ does not correspond to your UBEE key.

mChannel 13 |Status B Invalid or expired license For UBEE 00-12-4EB-00-01-00-39-E4 |

In that case, click on Help of the menu bar then on License/Permanent license, the following
window opens and allows you to write your license number supplied with the Cd-Rom or to
load a file containing your license.

' Permanent license

Modification of the license
fou can enter a new license
or load a new ane from a file,

|AAAAS | | BEBBEB | |CCCCC | |DDDDD | | EEEEE |

[ Ok ] [ Cancel ] [ Load ]

l|5tatus :
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If you use several UBee separately on your PC, you can create as many license files and
change license easily according to the UBee used.

To create a license file to load, copy 5 blocks of 5 characters without space in a “.lic” file with
the IEEE address of the UBee in the file name.

‘i Open [z|

Look in: |@ licence V| % ] ="'|||E|
T =] licence lic
.8 3 g licence_00124B00010039EA, lic
Mes g licence_00124B0001072253. lic
documents /=y jicence_00124E000111A31B.lic

cent
recerts =] licence_D0124B0001236406. lic

g licence_00124B0001236412 lic
% licence_00124B0001661951 lic

v i
1]
A =

Mes dacuments

File name: | | [ Qpen ]

Poste de Files of type: |License File (* lic) w | Cancel

If the problem persists, please contact support@cleode.com by specifying the IEEE address of
your UBEE key and the license.
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.2.2 EVALUATION VERSION

At the first use of CleoBee™, the following message will be shown in the state bar at the
bottom of the screen for the evaluation version.

mChannel 13 |Status B Invalid or expired license For UBEE 00-12-4EB-00-01-00-39-E4 |

Click on Help of the menu bar then on License/Temporary license, the following window
opens and allows you to write your license number (That is the secondary key).

License b_q

Irvalid ar expired license |
Flease, contact the suppont of CLEODE.

Primary key
|MQL2521QIESE'-.-'u'S'-.-'u'EQEMSMSPCSQLDLKSRNEQEHQHLPLVF‘YE |

Secondary key

[ Ok ] [ Cancel ]

Contact support@cleode.com to ask a license and give the primary key.

The primary key is regenerated each time you open the window, then you must
not close it before type the secondary key when you ask the support.

Quit and reload CleoBee™, after few seconds, the coordinator should appear in the list of
Zigbee nodes on the left side of the screen in the tab “Zigbee nodes”.

+ CleoBee - Untitled
File Edit ‘jew Tools 5SE & E@H Window  Help

BRaEl & = B

Zighee nodes | Project | Scenes “& View Topology

LIBEE ({39-EA)
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.2.3 REMONTE CONNECTION TO A WIBEE

It is possible to make a remote connection of CleoBee to Wibee if equipments are connected
to the same local area network but it also possible to connect on Wibee through the global
Internet. For that purpose, it is necessary to authorize the port 22 (SSH port by default) or that
of your choice and to redirect this port towards the port 22 of Wibee in the configuration of
the firewall situated in front of Wibee.

CLEOBEE WIBEE

Q- - ¥

The remote connection of CleoBee to Wibee is realized through SSH tunnelling. The user of
the server SSH is “admin” and its password is “admin” by default.
This password may have been changed through the application console of Wibee.

The user of the Wibee is “admin” and its password is “admin” by default.
This password can be changed through the Wibee specific screens in CleoBee.

If you want to save the passwords for the next use of CleoBee, tick the box “Save the
passwords”.

To have access to this screen during the launch of CleoBee, it is necessary to set the variable
WIBEE_REMOTE_ACCESS in true in the file " CleoBee.conf "

# Enable/disable WiBee remote access
WIBEE_REMOTE_ACCESS=true
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Connection login

Connection login
¥ou can choose between a connection on UBee of a USE serial port
either a remote connection by 55H on a WiBee of the IP network,

() Local connection

|LISE! Serial port

(%) Remote connection :

Wibee narme IP Address
wibee-040 192,168.,85.34
wibee-012 192.168,1.53
wibee-irn: 192,168.85,161
taspberrypi 32,165,585, 29
wibee-012 192,168.,85,.22

S5H Server

S5H Server: |192,168.85.29 S5H port: |22

Iser: Passwiord;

Wibee

=er: |admin Passwiord:

[ ] change defaut part  Wibee port: |8585

Save the passwords

Refresh ] [ Conneck
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.2.4 AUTO UPDATE OF CLEOBEE

It is possible to verify if there is a more recent version of CleoBee by going to the menu
“Help / About CleoBee”.

An Http request will be sent to the website of Cleode to determine if the current version is the
last one or not.

If the current version is the last one available, the message “CleoBee is up to date” will be
displayed after a few seconds.

About CleoBee [‘$_<|

CleoBee - V5.0 - windows32

ClecBee i=s up to date

Copyright(c) CLEODE 2003-2014.
o Tous droits réserves.

CLEODE

3 Rue Thomas Edison
22300 Lannion - France
Tel. +33 (0) 296 48 68 18

Site weab : http:/'www.cleode.com

Ok
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Otherwise the message “A new version X.Y is available” will be displayed after a few
seconds and a window will suggest you downloading this new version.

About CleoBee E|

CleoBee - V5.0 - windows32

Aney wersion 5.1 is available

CleoBee update

\ ? J Do o wank to download and inskall the new version?

|_ (o4 _| [ Cancel

Site web : http://'www.cleode.com

Warning: The download of a new version will force the closure of the CleoBee application.

If you accept the download of the new version, a window will indicate you the download
progress.

CleoBee update

T mET—
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I USE

L]
[I.L1 DEFINE A PROJECT

A project allows saving a representation of a network Zigbee to allow the user to get back his
configuration.

A project is constituted by the following elements:
» One or several geographical views placed Zigbee nodes,
» Information concerning the symbolism of Zigbee nodes,
» Information concerning the software actions.

[1.1.1 CREATE A NEW PROJECT

Click on the button D#?e of tool bar. If a not empty project is opened, the following window
opens to record it before closing this project.

Confirmation

\__:.:/ Do wou wank to save the current project ?

| Yes | [ Mo ] [ Cancel

[1.1.2 LOAD A PROJECT

Click on the button &3 of the tool bar, the following window opens to load the project.

;"Open El
~| 2 EE

Mes
documents
rérents ] reseau-simul xml

) predet el

File name; |pm]et.xm| | [ Open ]

Favoris réseau

Files of type: |Pro]ects*.xml vl [ Cancel ]

If the file « .xml » is not recognized like a file describing a CleoBee™ project, the following
message will be shown in the status bar at the bottom of the screen.

" Channel : 12 |Statu5 E Impossible to load the project : erroned file ! |Nodes : IOI
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[1.1.3 BACK UP THE CURRENT PROJECT

Click on the button E of tool bar, the following window opens to choose the name and the
place of the file « .xml » to record the project.

+Save rzl
Save ni ‘@dsmu vl 5] .?‘@‘E'
\g =] netwark-simul,zml
= bl
T Tpm]e: i
documents =] projet.xml
récents =] reseau-simul xml
=
[
Bur
Mes documents
Poste de
travail
& e = | (==
Favaris réseau Files of type: |pm]ects e "l [ Cancel I

1.1.4 DELETE THE CURRENT PROJECT

Click on the button % of the tool bar, a window opens and ask you to confirm the deletion
of the current project. This action removes the file « .xml » of the hard disk.

[1.1.5 DISPLAY THE CURRENT PROJECT

By clicking the tab "Project” to the left of the screen, a vision of the current project is
presented under treelike shape.

The root node is the name of the project, the intermediate nodes are plans belonging to the
project and leaves are the present Zigbee nodes on the various plans.

* CleoBee - projecti
File Edit Wiew Tools

RaBE8 = B
Fighee nodes | Project | Scenes

= project1

SE & E@H

I?_I -+ Company

(T ueeE (39-Ea)

----- h#] zrLuG (se-56)

EI “*  House
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[1.2 GEOGRAPHICAL VIEW

A geographic view is a plan allowing placing a Zigbee node. An object can be placed only
once on the various plans establishing the project.

' CleoBee - project1
Ele Edit Yiew Tools SE&E@H ‘Wibes Window Help

=B » A
Zighee nodes ‘ Project ] Scanas‘ + View Topology
= project!

ol o + Company
E|--_ " Company

- () uees (as-ea)

- 2] zrL0G (sa-56)
= * Hause

2] zpLuG (26.85)

L] zrc (5008
&) ZMovE (Foc7y

(FD-CT)

X
N

[ R

e

(5D-0E)

—

IChanneI 113 |Status 8

Figure 1: Geographical View
[1.2.1  ADD A PLAN

Click on the button = of the tool bar, the following window opens and choose a plan to
creation a new geographic view.

** Add background image |z‘
Laak in: |E] maps V‘ 5 .-“llEl
= 3 B Camparty . png
= % E‘ntreprise.png
documents ouse.png
récents @ Maison.png

®

Bureau

Mes documents

©

Poste de
travail

m

File pame: ouse. png | [ Add background image ]
F. is ré i
SWOrIS 583U Files of type: Images *.gif, *.jpa *.png b | [T
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[1.2.2 DELETE A PLAN

Select the plan in the tree, click on the right button on the mouse to access to the popup menu.
Choose the action « Remove Background image ».

#' CleoBee - projectl
Fil= Edit “ew Tools SE&E@H b

haBEBd =~ N
Zighee nodes | Project | Scenes

= projeckl

Company

Remaove background image

E ZPLUIG (56-56) I

The following window appear to ask a confirmation

Confirmation

[1.2.3 ADD A ZIGBEE NODE

Make a drag and drop of a present Zigbee node in the list of the tab “Zigbee nodes” on a
geographical view.
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' CleoBee - project1 |:”E”z‘
File Edit %ew Tools SE&E@H ‘Window  Help

RaBE& = B
Zighes nades | Project | Srenes ~+ View Topolo,
UBEE (39-EA)
f2] zpLuc (se-se)

ZRC (SO-0E)

\
ZMOVE (FD-C7) (FD-CT)
ZDOCR (58-65)

—

(5D-0E)

lChannEI 113 | Skatus @

1.2.4 DELETE A ZIGBEE NODE
Select the Zigbee node that is present in a plan by a click and press the touch «del » to
delete it. The multi-selection of the Zigbee nodes is possible by maintaining the touch
« Shift » supported during the selection of objects.

A frame of orange color around this object visualizes a selected Zigbee node.

& Company

(39-EA)
™ ™

.3 TOPOLOGICAL VIEW

The topological view present associations between the various Zighee nodes managed by the
administrator; an association is a link of communication between two Zigbee nodes.

On the topological view below, we have seen a coordinator in communication with 5 Zigbee
nodes, a node of which acts as router for 3 of these Zigbee nodes.
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*' CleoBee - project1
File Edit Yiew Tools SE&E@H window  Help

Da@& = B

zigbee nodes | project | scenes| + View Topology
LIBEE (35-E)

2] zrLuG (sa-s6)
§7] LuG (zs-65)
f] zme (=0-08)

ZMOVE (FD-C7)
ZDOOR (55-65)

(5D-0E)

(26.B5) A (56-65)

(FD-C7)

IChanneI 113 |Status 8 Nodes : 6

Figure 2: Topological View

1.4 VIEW OF ALARMS LOG

The window of alarms log is accessible from the menu “View/Log Alarms”.

This view displays the log of Zigbee node alarms with the time stamp and the cluster, which
has generated it.

However, this view doesn’t display the current state of the alarms because the end of alarms is
not signaled by the Zigbee nodes. It is thus possible that an alarm is not present any more.

» View Alarms

Time skamp Zighee node Clusker Alarm

071002009 18:05:22 ZR.C {55-04) Power _Configur ation Battery volkage boo low

Figure 3: View of alarms log

A pop-up menu accessible on the right button of the mouse allows to:
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» Remove the selected alarm,
> Remove all alarms,
» Save the alarms in a cave file.

Power_Configurakion Batkery voltage too low

Log Alarms

Femove selection
Femove all
Save as...

.5 VIEW OF SOFTWARE ACTIONS LOG

The window of software actions log is accessible from the menu “View/Log Actions”.

This view displays the log of the software actions executed with the triggering time and the
description of the software action.
It is limited to the 50 software actions, oldest are deleted for the benefit of the new software

actions.

& Yiew Log Actions
Time stamp

2010f03/02 17:01:30

Software actions

iZigbee {Toggle command) : triggered by [ Température > 25 ] incoming From ZRC (65-04)

2010f03/02 17:01:16

Zigbee (OFF command) : triggered by [ Zone stakus bit 0 = 0 ] incoming From ZD00OR, (64-04)

2010/03/02 17:01:12

Zighee (On command) ; ktriggered by [ Zone status bit 0= 1 ]incoming from Z0D0O0R, {(G4-04)

20100302 17:01:12

Zigbee (On command) ; kriggered by [ Zone status bit 0= 1 Jincoming from ZDO0OR, (64-040

2010/03/02 17:00:41

Zigbee (Toggle command) © triggered by [ ORJOFF © Toggle skate received ]incoming From ZRC (65-04)

2010/03/02 16:41:38

Zighee (OFF command) @ trigaered by [ Humidity = 40 ] incaming Fram ZHUM (86-02)

Figure 4: View of software actions log

A pop-up menu accessible on the right button of the mouse allows to:
» Remove the selected software action,
» Remove all,
» Save the software actions in a csv file.

Remove seleckion

by [ Zor ZDioC

Remave all S

by [ Zor Save as,.. Z0ioC
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1.6 POP-UP MENU OF ZIGBEE NODES

The pop-up menu of Zigbee nodes allows showing the following information or deleting this
node from the Zigbee network:

» The properties of this node,
» The clusters of this node,
» Software upgrade.

Click on the right button of the mouse to display the pop-up menu, the following window
opens to choose the information to be shown.

The pop-up menu is accessible from Zigbee nodes being on plans but also from Zigbee nodes
being in the lists of the tabs “Zigbee nodes” and “Project”.

oWy
E 2PLUG Office

Offi
“ Properties...
Cluskers
Leave netwark

Software upgrade

[1.6.1 PROPERTIES OF ZIGBEE NODE

The properties of a Zigbee node are the following ones:

VVVVVVVY

IEEE address of the Zigbee node (not modifiable)

Network address of the Zigbee node (not modifiable)

A name given by the operator, which will be stored in the project.

A description given by the operator which will be stored in the project

The « Modelldentifier » of the Zigbee object (not modifiable)

The device type of the Zigbee object (not modifiable)

The manufacturer code of the Zigbee node (not modifiable)

A modifiable graphic symbol by the operator, which will be stored in the
project.
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+ ZPLUG Office

Properties of the Zigbee node
The name and the description will be stored in the current project
The narme will be possibly recorded in the Zigbee node if the apkion
Sync is marked,

IEEE Address \00-12-4B-00-01-24-55-56 |

Metwork address ; |EI><E?EIE! |

Marne : |OFFiu:e| | Sync
Description | |

Made! Idertifier : ZPLUG |

Device type : |R-:|L|I:er |
Manufacturer code ; |I:I:=<1I:IBEI |

Graphical symbal § @ :’:3.
Apply this symbol ko all Zighee nodes

having the same Model Identifier ;

Ok ] [ Cancel ]

llSl:aI:us g

Figure 5: Properties of a Zigbee node

[1.6.2 CLUSTERS OF A ZIGBEE NODE

A cluster is a related collection of commands and attributes, which together define an
interface to specific functionality and which allow to communicate between two Zigbee
nodes.

Double-click on the cluster to display its attributes.

++ ZPLUG Office - Clusters list X]

001 - Mains_Power _Ouklet (HA)
“wIn - Basic_Akkributes
Identify

Groups
Scenes
on_Off
Simple_Metering

Figure 6: Clusters of a Zigbee node
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Below the “Basic cluster” of a ZPlug of Cleode.

* IPLUG Office - Basic Cluster

Status:
ZCL wersion o1
Application version 025
Skack version noz
Hardware version o5
Manufackurer narme ; |CLEODE |
Model identifier : ZPLUG |
Date code : 04 Feb 2013
Power source | Mains_single_phase
Location descripkion : |OFFin:e |
Phwsical environment Unspecified_environment
Device enabled : |Enal:u|eu:| A4 |
Alarm mask : | 00000000 |
| |

Reset to Fackory defaulks ;

oK [ Cancel ]

Figure 7: Basic cluster of a ZPlug

[1.6.3 DELETE A ZIGBEE NODE FROM THE NETWORK

The deleting of a Zigbee node consists in forcing this object to leave the network and\or in
remove this object from the list of Zigbee nodes in CleoBee.

The following window appear to ask a confirmation

Confirmation

1.6.4 SOFTWARE UPGRADE OF A ZIGBEE NODE

The menu “Software upgrade” allows the Zigbee node Cleode selected to switch in the
programming mode. Then, the tool ZLOAD of Cleode must upgrade the node.
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x]

* Software upgrade

Software upgrade of Zighee node
The software upgrade toggles the Fighee node in
programming mode (Over The Air),

After the node has koggled in the programming mode,
the software of the object must be upgraded by the
kool Z0AD of Cleode.

ook [ Cancel

l Fatus :

Figure 8: Software upgrade of Zigbee node

The following window appears to request a confirmation

Confirmation

If your node Zigbee of Cleode has not this feature, an error message will appear in the
window status.

[ ok [ Cancel

|Status ! Failure to enker in programming mode

After confirmation, the node will remain in programming mode until that a
software upgrade is done.

1.7 EDITION OF BINDINGS

The edition window of the bindings is accessible from the menu “Edit/Bindings”.

A binding is a unidirectional logical link between a source endpoint/cluster identifier pair and
a destination endpoint, which may exist on one or more Zigbee nodes.

The button “Refresh” allows updating the list of bindings by requesting all Zigbee nodes. The
refreshment can take several tens of seconds depending on the sleep time of the Zigbee nodes.
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Below the window displaying the list of bindings in the network.

* Bindings
Edition of bindings
8dd a new binding or select one for removing i,
Source End Poink Cluster Destination End Point
ZRC(B5-04) | 1 | on_off | ZPLUG(BA-BC) | 10
Remowve
0%
[ (04 ] l Refresh ]

Figure 9: Edition of bindings

[1.7.1 ADD A BINDING

Click on the button « Add », the following window opens and allows selecting the cluster, the

source and the destination.
The addition can take few seconds depending on the sleep time of the Zigbee node.

+ Add binding

Select the cluster

Clusker @ | On_0Off w |

Select the source

Fighee node |ZRC Cuising w |

End Faint ; | 1 LY |

Select the destination

Zigbee node ; |ZF'LLIG Couloir W |

End Point : 10 v |

ok [ Cancel ]

llStatus :
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[1.7.2 DELETE A BINDING

Select a binding in the list and click on the button “Remove”.
The following window appears to ask a confirmation.
The deletion can take few seconds depending on the sleep time of the Zigbee node.

* Remove binding

Clusker |On_DFF
Source |ZRC Cuising

Destination :  |ZPLUG Coulair

|
|
End Paint: |1 |
|
|

End Point: |10

[ oK ] [ Cancel ]

llSI:atus :

[1.8 EDITION OF GROUPS

The edition window of the groups is accessible from the menu “Edit/Groups...”
A group is a set of Zigbee nodes / endpoint which can be reachable by a common network
address, in this particular case the group identifier.

The button “Refresh” allows updating the list of the groups and the scenes by requesting all
Zigbee nodes of the network. The refreshment can take several tens of seconds.

Below the window displaying the list of current groups in the network
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* Groups

Edition of groups
Add a new group or select one For updating it or remowving it

List of groups :

Group ID Mame add

Q0001 Folling shutters
MainsPowerCutlet

Rermowve

0%

Members of group : 00002 - MainsPowerOutlet

Zighee node End Poink add
ZPLUG (00-00) 1
ZPLUG (BA-BC) 10 Remove
ZPLUG (BA-BZ) 10
(0] 4 ] [ Cancel ] [ Refresh
l Latus ;

The selection of a group in the list of the groups allows displaying the members of this group
in the list “Members of group”.

A member is characterized by a Zigbee node and an Endpoint.
[1.8.1 LIST OF GROUPS OF A ZIGBEE NODE
To know about which groups belongs a Zigbee node, double-click on its symbol in the

topological view (cf. 11.6.2). The following window opens and allows displaying in a
synthetic way, the membership of a Zigbee node in various groups.
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+ ZPLUG (6A-B2) - Clusters list

0x14 - Metering_Device

In - Basic_Attributes
In - Identify

In - Simple_Metering
w08 - Mains_Power _Ouklet
In - Basic_Attributes

In - Identify

[=-In - Groups

# Group 0x0001 - Roling shukters
# Group 0=0002 - MainsPowerCutlet
‘.. @ Group 0x0003 - Lights

In - Scenes

In - On_0Off

[1.8.2 ADD A GROUP

Click on the button « Add », the following window opens and allows defining the identifier
and the name (optional) of the group. The creation of a group becomes effective only when a
member is added to this group. That is no request is emitted at this stage of the operation.

+ Edition of groups

Creation of a new group
The group creation will become effective
when a member is added to the group.

Group 10 ; | 00002 3
Garoup Mame |MainsF‘|:|w| |
[ Ok ] [ Cancel ]

l Fatus :

[1.8.3 REMOVE A GROUP

Select a group in the list of groups and click on the button “Remove”, the following window
appears to require a confirmation of you.

A request is sent to all members of the group to delete them of this group.

It is not possible to delete a group if a scene is always associated with this group to delete.
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* Groups

Edition of groups
Add a new group or seleck one For updating it oF removing it

List of groups
Group ID Mame

0003 Lights

Add

W atio

\ ? ) Are wou sure wou wank to delete this group ¢

Members of group : [ tes [ Ma
Zigbee node Add
Z3HADE Hall 1
ZPLUG (6A-BZ) 10 Remawve
[ (4 ] [ Cancel ] [ Refresh

IStatus :

[1.8.4 ADD A MEMBER INTO A GROUP

Select a group in the list of groups, and then click on the button “Add” situated at the level of
the list “Members of group”; the following window opens and allows adding a member into

the group.
A request is sent to this Zigbee node to add it into the group.
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' Edition of groups

Add a member into this group

Select the Zigbee node by its network address and its endpoint.

Fighee node ! EF'LI_IG (00-00)

End Paint : | 1 Lv |

[ ok, ] [ Cancel ]

IStatus !

* Groups

Edition of groups
Add a new group or select ane For updating it ar remaving it

List af groups

If the operation is successful the window closes automatically and the Zigbee node is inserted
into the list of the members.

X]

Group ID Marme
0001 Ralling shukters
0003 Lights

0%

Members of group : 00002 - MainsPowerOutlet

Add

Remove

Zighee node End Paint Add
ZPLUG (64-B2) |10
Femove
0K ] [ Cancel l l Refresh
tatus
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11.8.5 DELETE A MEMBER FROM A GROUP

Select a member in the list of “Members of group” and click on the button “Remove”, the

following window appears to require a confirmation of you.
A request is sent to this Zigbee node to delete it from the group.

* Groups

Edition of groups
Add a new group or select one For updating it or remowving it

k3

List of groups ;

0003 Lights

Confirmation

%\ ? J Are you sure you wank to delete the selected member of the group 7

I Eooves [ Mo

Mermbers af group @ 0X0002 - MainsPowerOutlet

Group ID Mame Add

0001 Rolling shutters
00002

Remove

Zigbee node End Poink Add

ZPLUG (6A-B2)

(4 ] [ Cancel ] [ Refresh

IStatus :

[1.9 EDITION OF SCENES

The edition window of the scenes is accessible from the menu “Edit/Scenes...”
A scene is a set of predefined states of Zigbee nodes belonging to this scene.
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The button “Refresh” allows updating the list of the groups and the scenes by requesting all
Zigbee nodes of the network. The refreshment can take several tens of seconds.

Below the window displaying the list of current scenes in the network

' " Scenes [5__(|
Edition of scenes
Add a new scene or seleck one For updating it oF removing it
List of scenes :
Scene ID Mame Group assaciaked | Transition kime add
0x01 Opened shutter 0x0001 ]
0z Closed shutker 0001 0
003 Light ion 0=0003 (]
004 Lighk iFF 0=0003 (]
0%, |
Members of scene
Zigbee node End Point Cluster Yalue
ok [ Cancel ] [ Refresh
l|5tatu5 :

11.9.1 LIST OF SCENES ASSOCIATED TO A GROUP

The scenes associated to a group are also displayed on the left side of the screen in the tab
“Scenes”. It is possible to recall a scene by double-clicking on its name.
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i CleoBee - Untitled

File Edit ‘“iew Taools Window  Help
BalB &£ -~ B
Zighee nodes | Project | 5'33""35| View

Group 0x0001 - Roling shutters
Scene 0x01 - Opened shutter
Scene 0x0Z - Closed shutker

Group 0x0003 - Lights
(@ 5cene 0x03 - Light On
i-{B) Scene Dx04 - Light OFf

[1.9.2 LIST OF SCENES OF A ZIGBEE NODE

To know about which scenes belongs a Zigbee node, double-click on its symbol in the
topological view (cf.11.6.2). The following window opens and allows displaying in a synthetic
way, the membership of a Zigbee node in various scenes.

++ ZPLUG (00-00) - Clusters list X

0x01 - Mains_Power _Juklet
- Basic_aktributes
- Identif
- Groups
- 4 faroup 0x0001 - Roling shutters
- 4 fGroup 0x0002 - MainsPowerOutlet
- 4 froup 0x0003 - Lights

- Scenes
- 4 Scene 0x01 (Group 00001} - Cpened shutker
4 Scene 0x02 (Group 0x0001) - Closed shutker
-~ 4 Scene 0x03 {Group 0x0003) - Light On

- On_oFF

- Simple_Metering

[1.9.3 ADD A SCENE

Click on the button « Add », the following window opens and allows defining the identifier,
the group associated to the group, the name (optional) of the scene and the transition time (not
used for the moment in Zigbee nodes Cleode).
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The creation of a scene becomes effective only when a member is added to this scene. That is
no request is emitted at this stage of the operation.

* " Scenes r5__<|

Creation of a new scene
The scene creation will become effective
when a member is added ko the scene,

Scene Id |1 |

Group Id |Gr|:|u|:| Q0001 - Rolling shu. .. (» |

SCEME Mare |0pened shutter| |

Transition kime : |EI |
[ Ik ] [ Cancel

llStatus :

1.9.4 REMOVE A SCENE

Select a scene in the list of scenes and click on the button “Remove”, the following window

appears to require a confirmation of you.
A request is sent to all members of the scene to delete them of this scene.
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* Scenes

Edition of scenes
Add a new scene or select one For updating it or remaoving it

x

Lisk of scenes ;

Scene ID Marme Group associaked | Transition kime
0x01 Cpened shutker Dx0001
0x02 Closed shutker 0001 ]
003 Light On 0003 M
Confirmation £|

\ ? ) Are waou sure you wank ko delete this scene ?

[ ves [ M ]

Members of scene : 001 - Opened shutter

#dd

Remove

Skare

Recall

Zighee node End Paink Clusker Yalue
ZSHADE Hall 1 Window_Covering 0o Remove
ZPLUG {00-00) 1 on_Off on

Skore
Recall
[ (] 4 ] [ Cancel ] [ Refresh

lStatus :

[1.9.5 STORE A SCENE

Select a scene in the list of scenes and click on the button “Store”, the following window

appears to require a confirmation of you.

Confirmation

% ? ) Are you sure you want to store this scene 7

L Yes .| [ Mo
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A request is sent en broadcast (on the common network address of group) to store the current
state of Zigbee nodes which are member of this scene as the predefined states of this scene.

[1.9.6 RECALL A SCENE

Select a scene in the list of scenes, and then click on the button “Recall”. A request is sent in
broadcast (on the common network address of group) to set the Zigbee nodes which are
member of the scene in their predefined states for this scene scéne.

[1.9.7 ADD A MEMBER INTO A SCENE

Select a scene in the list of scenes, and then click on the button “Add” situated at the level of
the list “Members of scene”; the following window opens and allows adding a member into
the scene.

A request is sent to this Zigbee node to add it into the scene.

Only the Zigbee nodes being a member of the group associated with the scene and possessing
in the same endpoint the cluster “Scenes” and at least one of the following clusters can be
added in a scene :

On_Off

Level Control

Color_Control

Door_Lock

Thermostat

Window_Covering

VVVYYY

The selection of the predefined state of the scene is different according to the cluster of the
selected Zigbee node.

Input screen for the cluster “On Off”

i * Scenes E|

Add the Zighee node into this scene
Select a Zigbee node to add into the scene,

Zigbee node ; ZPLIUG {(64-B2) W

End Paint ; 10

CnfOfF clusker

State: (&) on () OFF

oK [ Cancel ]

llStatus ;
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Input screen for the cluster “Window Covering”

‘ " Scenes E|

Add the Zighee node into this scene
Select a Zighee node ko add into the scene,

Zighee node ;| ZSHADE Hall v |

EndFoint: |1 v |

Window Covering cluster

Current position Lift {in %)
Current position Tilk {in %) D

[ ok, ] [ Cancel ]

llStatus :

If the operation is successful the window closes automatically and the Zigbee node is inserted
into the list of the members.

[1.9.8 DELETE A MEMBER FROM A SCENE

Select a member in the list of “Members of scene” and click on the button “Remove”, the

following window appears to require a confirmation of you.
A request is sent to this Zigbee node to delete it from the scene.
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* Scenes E

Edition of scenes
Add a new scene or seleck one For updating it oF removing it

List of scenes

Scene ID Mame Group associaked | Transition kime Add

001 Dpened shukter 00001
0x02 Closed shutker 0x0001

003 Light ©n 0003

Confirmation

%\ ? ) Are wou sure wou wank ko delete the selecked member of the scene ?

[ tes [ Mo

Members af scene | 0401 - Opened shutter

Zigbee node End Point Cluster Yalue
Z£5HADE Hall 1 Window_Covering 0o REMmove

ZPLUG {00-00) o _ioff

Skore

Recall

(4 ] [ Cancel ] [ Refresh

IStatus ;

[1.9.9 STORE THE STATE OF A MEMBER OF A SCENE

Select a member in the list of “Members of scene” and then click on the button “Store”.
A request is sent to the selected member to store the current state of the cluster as the
predefined state for this scene.

[1.9.10 RECALL THE STATE OF A MEMBER OF A SCENE

Select a member in the list of “Members of scene” and then click on the button “Recall”.
A request is sent to the selected member to this Zigbee node in the predefined state for this
scene.
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[1.10 EDITION OF SOFTWARE ACTIONS

The edition window of the software actions is accessible from the menu “Edit/Software
actions...”

An action is to execute one or more commands depending of the state of a trigger. The trigger
can be a receipt of a command or an incoming notification from a source as a Zigbee node or
a temporal event.

It is thus necessary to define the source with its trigger and the target in order to execute one
or more commands.

A source trigger can be:
» aZigbee node,
» atime event,
» amulti-trigger.

A device trigger is characterized by its type and by its operators (binary or unary, according of
the type). A value must be defined for the binary operators.

A time event is characterized by one hour during the day and its weekly, monthly or annual
periodicity.

A target command can be:

a device command,

a scene command,

an Email sending,

an HTTP URL call,

a macro of commands.

VVYYY

It is possible to put into service, or out of service, a software action, without it being deleted,
by modifying the checkbox “In service”.

It is possible to define an operating range on the hours of the day, on the days of the week and
over the months of the year.

It is possible to delay the execution of the command associated with a software action.

The asterisk that is situated in the first column of each software action indicates that this
software action is not validated. This action is not validated because it has just been added or
it has just been modified. Press the button “Ok” or “Apply” to take account of this software
action.
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' Software actions

Edition of software actions
add a new software action or select one For updating it or removing ik,
{Unselect by right mouse dlick)

Trigger Command Time |lag Operational In service
Cpening doar { device ) Switch on light { device 3 0 Yes [v]
Lowe battery alarm doar ... | Low battery alert { email ) 0 Ves [v]
MTWTF_Sam { kirmer ) Switch on heating [ device 1 ] Yes [v]
Closing door ¢ device ) Switch ofF light | device ) 20 Ves [v]
Consumption 1000w { de... | 5SMS sending | htkp ) 0 Yes [v]

Enter the software action name

Mame : |
Select a krigoer Select a command
(%) Device trigger () Multi-trigger () Device command () Email command
() Time event () Scene ko recall (31 HTTP command
(") Macro of commands
|O|:|ening door w |

|SMS zending w |

[ Edit device triggers... ] [ Edit EmalfHTTP... ]

[ ok [ Cancel ] l Apply

llStatus :

Figure 10: Edition of software actions

[1.10.1 ADD AN SOFTWARE ACTION

Select the source and target of a software action then click on the button “Add” to the right of
the screen for adding this new action in the list.

It is necessary to validate by the button “Ok” or “Apply” to take account of this software
action. The only difference being that the button “Ok” close the windows of edition of
software actions.

So that a device trigger is functional, it is necessary to create a binding between the source
Zigbee node and the coordinator. The following window can appear to ask for the
confirmation to create immediately the binding.
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Example for a trigger using the cluster “On Off”

+* Add binding

Add binding
A binding is necessary to make operational the
software ackion, Do waou wank ko create this binding now #

Clusker

on_OFf

Source
Zighee node :  |ZPLUG Office

End Paint ; 1

Target

Fighbee node :  |LUBEE (39-EA)

End Paint ; 10

o' ] [ Cancel |

llStatus :

[1.10.2 UPDATE AN SOFTWARE ACTION

Select a software action in the list; the input fields of the source and the target are filled
according to the values of this action.

Change these values then click the button “Update” on the right of the screen for updating the
action in the list.

It is necessary to validate by the button “Ok” or “Apply” to take account of this software
action. Otherwise to cancel the current modifications, leave by the button “Cancel”.

To modify the operating range, click the button “Operating range”.
The following window appears to allow defining the hours of the day, the days of the week
and the months of the year during which the software action will be functional.
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' " Software actions

Define the operating range

¥ou can defing the operating range on the hours of the day,
an the days of the week and over the months of the year,

Saftware action name

Alert Plug ko OMN

Operating hours

Start | 19:00] W End | 08:00

o0:o0  04:00  0S:00 12:00 16:00  20:00  24:00
Days of week
Monday Tuesday Wednesday

Thursday Friday Saburday Sunday

Months of the year

Jan Feb Mar Apr Mary Jun
Jul Aug Sep Ok Moy Dec

[ 8] 4 ] [ Cancel ]

llStatus :

To modify the temporization of a software action, click on the button “Temporization”.

The following window appears to allow to define a fixed or random time in the execution of
the command associated with the software action.
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‘ Software actions

Define the time lag
Yo can define the Fixed or random time lag
in the execution of the command.

Software ackion name

Closing doar
Time lag
i) Immediate
(%) Fixed time {1 to 3600 sec, ) 200

{1 Randaom time {1 to 3600 sec.) |:|

ook [ Cancel ]

l|5tatus :

[1.10.3 REMOVE AN SOFTWARE ACTION

Select a software action in the list of software actions and click on the button “Remove” on
the right of the screen.
The following window appears to require a confirmation of you.

Confirmation

\_:.:/ Are vou sure vou wank bo delete this software action @

Eoes [ Mo

So that the software action is not operational any more, it is necessary to validate by the
button “Ok” or “Apply”. Otherwise to cancel the current modifications, leave by the button
“Cancel”.

[1.10.4 TEST AN SOFTWARE ACTION

Select a software action in the list of software actions and click on the button “Test” on the
right of the screen.
The result of the test is shown in the status bar.

l kakus ; Successful Tesk
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[1.11 EDITION OF DEVICE TRIGGERS

The edition window of device triggers is accessible from the edition window of software

actions when you click on the button “Edit device triggers ...” in the trigger zone.

' Device triggers

Edition of device triggers

List of device kriggers

Add a new dewvice trigger or select one For updating it or remaoving it
(Unselect by right mouse click)

Marne Device trigger
Plug to OFF OfF skate Received From ZPLUG (53-56)
Plug ko On On stake Received From ZPLUG (53-56)
* |Temperature too high Temperature = 20 from ZRC (SD-0E)

Ik ] [ Cancel ] [ Apply ]

llStatus :

The asterisk that is situated in the first column indicates that this Device trigger has not been

taken into account.

It is necessary to validate by the button “Ok” or “Apply” to take into account this device

trigger. The only difference being that the “OK” button closes the edition window.

[1.11.1 ADD A DEVICE TRIGGER

Click on the button “Add”, the following window appears and allows you to define the
parameters necessary for a time event.

Trigger name,
Source Zigbee node,
Trigger,

Operator,

Value for a binary operator.
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' Device triggers

Creation of device trigger
Fields Mame, fighes node, Trigger and Operator are mandatary,

Mame : \Temperature too high |
Zighee node ;| ZRC (SD-OE) v |
Trigger : |Temperature v
Operator: | = v | 20 |

Temperature (*C) is superior ko the byped walue

[ ok ] [ Cancel

llStatus :

[1.11.2 UPDATE A DEVICE TRIGGER

Select a device trigger into the list of device triggers and click on the button “Update” or
simply double-click on the trigger that must be updated.

The following window appears and allows you to change all the parameters of the device
trigger except the name given that it is unique and that it corresponds to the name of this
trigger and the source Zigbee node.

* Device triggers

Update device trigger
Fields Mame, Zighee node, Trigger and Cperator are mandatory,

Mame : Temperature koo high |
Zighee node : | ZRC (SD-0E) v|
Trigger : | Temperature v |
Operator ! | = v | 25| |

Temperature (*C) is supetior ko the byped value

i ] [ Cancel

llStatus ;
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[1.11.3 REMOVE A DEVICE TRIGGER

Select a device trigger in the list of device triggers and click on the button “Remove”.
The following window appears to require a confirmation of you.

Confirmation

\-_?\/ Are you sure you wank to delete the dewice trigger 'Plug ko OFF' 7

It is not possible to delete a device trigger used in an already created software action or one is
ongoing of edition; in that case the following information window opens to indicate it.

Information

It is not possible to delete a device trigger included in a multi-trigger; in that case the
following information window opens to indicate it.

Information

So that the deletion of a device trigger becomes permanent, it is necessary to leave the
window “Edition of device triggers” by the button “Ok” or “Apply”. Otherwise to cancel the
current modifications, click on the button “Cancel”.

[1.12 EDITION OF TIMER TRIGGERS

The edition window of time events is accessible from the edition window of software actions
when you click on the button “Edit time events ...” in the trigger zone.
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' " Time events

Edition of time events
Add a new time event or select one for updating it ar remoyving ik,

Lisk of time events

Mame Cescription Add

MTWTF_&H Every morning of the worlkwesk at & am
* | First day at 3h Ewvery first day of the month at & am

(04 ] [ Zancel ] [ Apply ]

l kaktus :

The asterisk that is situated in the first column indicates that this time event has not been
taken into account.

It is necessary to validate by the button “Ok” or “Apply” to take into account this time event.
The only difference being that the “OK” button closes the edition window.

[1.12.1 ADD A TIME EVENT

Click on the button “Add”, the following window appears and allows you to define the
parameters necessary for a time event.

e Event name,

e Event description

e Trigger time,

¢ Information of periodicity.
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' " Time events

Creation of new time event
Fields Mame and Hour are mandakarsy,

Tirne events

Mame : |MT'-.-'-.-'TF_8H Hour 05:00 »

Descripkion |Every morning of the workwesk ak & am

Periodicity
(%) Weekly Every day selected of the week
() Manthly Monday Tuesday wednesday
Oannge
Thursdary Fridary []5aturday [ ] Sunday
(o] 4 ] [ Cancel
llStatus :

[1.12.2 UPDATE A TIME EVENT

Select a time event into the list of time events and click on the button “Update” or simply

double-click on the event that must be updated.

The following window appears and allows you to change all the parameters of the time event
except the name given that it is unique and that it corresponds to the name of this trigger.

UM_CLEOBEE_20090130_005_00_00.doc CLEODE

Page 50 sur 91



User Manual — CleoBee

' " Time events

Update time event
Fields Mame and Hour are mandakarsy,

Tirne events

Mame : |MT'-.-'-.-'TF_8H Hour 05:00 »

Descripkion |Every first day of the month at & am |

Periodicity
o , O] aof every month
Weekly
@ it () The last day of every manth
onthls:

) Annual Jan Feb Mar Apr Mary Jun
Jul Aug Sep ik Mo Dec

(] 4 ] [ Cancel

llStatus :

[1.12.3 REMOVE A TIME EVENT

Select a time event in the list of time events and click on the button “Remove”.
The following window appears to require a confirmation of you.

Confirmation

\__?\/ Are wou sure you wank bo delete the time event "MTWTF_SH' ¥

Yes [ Mo ]

It is not possible to delete a time event used in an already created software action or one is
ongoing of edition; in that case the following information window opens to indicate it.
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Infarmation

So that the deletion of a time event is permanent, it is necessary to leave the window “Edition
of time events” by the button "Ok". Otherwise to cancel the current modifications, leave by
the button “Cancel”.

[1.13 EDITION OF MULTI-TRIGGERS

The edition window of multi-triggers is accessible from the edition window of software
actions when you click on the button “Edit multi-triggers ...” in the trigger zone.

' Multi-triggers

Edition of multi-triggers
add a new mulki-trigger or select one For updating ik ar Fermosing ik,
(Unselect by right mouse click)
List aof mulki-triggers
Mame Descripkian Add
Mo opening of door Mo opening of door during the day
Open door and nighk Open door and illuminence too low
oK [ Cancel ] [ apply ]
l kakus :

The asterisk that is situated in the first column indicates that this multi-trigger has not been
taken into account.

It is necessary to validate by the button “Ok™ or “Apply” to take into account this multi-
trigger. The only difference being that the “OK” button closes the edition window.
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[1.13.1 ADD A MULTI-TRIGGER

Click on the button “Add” of the edition window, the following window appears and allows
you to define the parameters necessary for a multi-trigger.

e Multi-trigger name,

e Description of multi-trigger (optional)

e Operator,

e Contents of multi-trigger.

* Multi-triggers

Creation of new multi-trigger
Fields Mame and Operator are mandatory and at least one trigger.

Mulki-trigoer

Mame Cpen doot and night
Description ¢ |Open door and illuminence koo low

Operatar AMD hd

Conkents of mulb-krigger

MNarne Tvpe

Cpen door device

lurninence koo low device Remave

(04 ] [ Cancel

l|5tatus :

A multi-trigger with the operator “AND” consists only of device triggers. It starts when all
triggers are active at the same time. The evaluation of the multi-trigger is done in every
change of one of these triggers.

A multi-trigger with the operator “No activity” consists of a time event and one or several
device triggers. It starts when the time event is triggered and no device trigger was activated
since the last evaluation of the time event.

Click on the button “Add”, the following window appears and allows you to add the contents
of multi-trigger.
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* " Multi-triggers

Add trigger
Select a type of krigger
then add one trigger by iks name

Type ! | device w |

Trigger : I:I:Ipnzen door

[ Ok ] [ Cancel ]

[1.13.2 UPDATE A MULTI-TRIGGER

Select a multi-trigger into the list of multi-triggers and click on the button “Update” or simply

double-click on the trigger that must be updated.
The following window appears and allows you to change all parameters of the multi-trigger
except the name given that it is unique and that it corresponds to the name of this trigger and

the operator.

* Multi-triggers

Update multi-trigger
Fields Mame and Operator are mandatory and at least one trigger.

Mulki-trigoer

Mame |r'-.I|:| opening of door |

Descripkion |r'-.I|:| opening of doar during the day |

Operatar | Mo ackiviby v|

Conkents of mulb-krigger

Mame Type Add
Cipen door device
MTWTF_Gpm Lirner
Cf; ] [ Cancel |

l|5tatus :
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[1.13.3 REMOVE A MULTI-TRIGGER

Select a multi-trigger in the list of multi-triggers and click on the button “Remove”.
The following window appears to require a confirmation of you.

Confirmation

\__?/ Are wou sure you wank to delete the mulki-krigger ‘Mo opening of door' ¢

It is not possible to delete a multi-trigger used in an already created software action or one is
ongoing of edition; in that case the following information window opens to indicate it.

Infarmation

So that the deletion of a multi-trigger becomes permanent, it is necessary to leave the window
“Edition of multi-triggers” by the button "Ok". Otherwise to cancel the current modifications,
click on the button “Cancel”.

[1.14 EDITION OF DEVICE COMMANDS

The edition window of device commands is accessible from the edition window of software
actions when you click on the button “Edit device commands ...” in the command zone.
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*' Device commands

Edit of device commmands
add a new device command or select one for updating it or removing it.
(Unselect by right mouse click)
List of device cormmands :
Marme Device command Add
Sek Plug o OFF QFf command to ZPLUG (26-E5)
Set Plug ko On Cn command ko ZPLUG (26-B5)
Set Plug to Toggle Toggle command ko ZPLUG (26-B5)
ok [ Cancel ] [ Apply ]
llStatus ]

[1.14.1 ADD A DEVICE COMMAND

Click on the button “Add” of the edition window, the following window appears and allows
you to define the parameters necessary for a device command
e Device command name,
Target Zigbee node,
Command,
Manufacturer code if necessary,
Parameter if necessary.
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*' Device commands

Creation of device command
Fields Mame, Zighee node and Command are mandatory.

Mame ; |Set Plug ko On |
Zigbee node : | ZPLUG (26-B5) v |
Command IZIZIn command

Manufacturer code | |

Parameter : | |

(a4 ] [ Cancel

llStatus :

[1.14.2 UPDATE A DEVICE COMMAND

Select a device command into the list of device commands and click on the button “Update”
or simply double-click on the command that must be updated.

The following window appears and allows you to change all parameters of the device
command except the name given that it is unique and that it corresponds to the name of this
command.

*' Device commands

Update device command
Fields Mame, Zigbee node and Command are mandatory,

Mame ; |Set Plug to On |
Zigbee node : | ZPLUG (26-B5) v |
Command |On command w |

Manufacturer code | |

Parameter : | |

Ok { Cancel |
|| |

l kaktus
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[1.14.3 REMOVE A DEVICE COMMAND

Select a device command in the list of device commands and click on the button “Remove”.
The following window appears to require a confirmation of you.

Confirmation

\__i:') Are wou sure wol want ko delete the device command 'Sek Plug to OM' 7

It is not possible to delete a device command used in an already created software action or one
is ongoing of edition; in that case the following information window opens to indicate it.

Information

So that the deletion of a device command becomes permanent, it is necessary to leave the
window “Edition of device commands” by the button "Ok". Otherwise to cancel the current
modifications, click on the button “Cancel”.

[1.14.4 TEST A DEVICE COMMAND

Select a device command in the list of device commands and click on the button “Test”.
The result of the test is shown in the status bar.

llStatus g Successful Tesk

[1.15 EDITION OF SCENE COMMANDS

The edition window of scene commands is accessible from the edition window of software
actions when you click on the button “Edit scenes to recall ...” in the command zone.
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*' Scenes to recall

x]

Edition of scene commands
add a new scene command or select one for updating it or removing ik,
(Unselect by right mouse click)
List of scene commands
Marme Scene ko recall Add
Turn OFf the lights Scene 0x02 ko Group Ox0001
Turn ©n the lights Scene 0x01 ko Group 0x0001 Update
Remawve
Tesk
ok [ Cancel ] [ Apply ]
l kaktus

[1.15.1 ADD A SCENE COMMAND

Click on the button “Add” of the edition window, the following window appears and allows
you to define the parameters necessary for a scene command

e Scene command name,

e Scene to recall,

e Group or Target Zigbee node.

X

*'Scenes to recall

Creation of scene command
Fields Mame, Scene and Destination are mandatory,

Mame ; |Turn On the lights |
Scene ! ':'-I:Eene 01 [Group 0x0001) - Scene OR
Destinakion : | Group 0x0001 - Groupl Y|
[ (04 ] [ Zancel
l kakus ;
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[1.15.2 UPDATE A SCENE COMMAND

Select a scene command into the list of scene commands and click on the button “Update” or
simply double-click on the command that must be updated.

The following window appears and allows you to change all parameters of the scene
command except the name given that it is unique and that it corresponds to the name of this

command.

* Scenes to recall D_<|

Update scene command
Fields Mame, Scene and Destination are mandatory,

Mame ; |Turn OFF the lights |

SCEnE |5cene 02 [i3roup 0x0001) - Scene OFF W |

Destinakion : | Group 0x0001 - Groupl V|

ook [ Cancel

l|5tatus :

[1.15.3 REMOVE A SCENE COMMAND

Select a scene command in the list of scene commands and click on the button “Remove”.
The following window appears to require a confirmation of you.

Confirmation

\__‘;':j Are you sure you want to delete the scene command 'Open shutters' 7

tes [ Mo

It is not possible to delete a scene command used in an already created software action or one
is ongoing of edition; in that case the following information window opens to indicate it.

Information

! E Unauthaorized removing of a command used in a software action |

UM_CLEOBEE_20090130_005_00_00.doc CLEODE Page 60 sur 91



User Manual — CleoBee

So that the deletion of a scene command becomes permanent, it is necessary to leave the
window “Edition of scene commands” by the button "Ok". Otherwise to cancel the current
modifications, click on the button “Cancel”.

[1.15.4 TEST A SCENE COMMAND

Select a scene command in the list of scene commands and click on the button “Test”.
The result of the test is shown in the status bar.

llStatus 3 Successful Tesk

[1.16 EDITION OF NETWORK COMMANDS

The edition window of network commands is accessible from the menu “Edit Email/HTTP
...” or from the software actions edition window when you click on the button “Edit
Email/HTTP ...” in the command zone.

A network command is:
» The Email sending on Internet,
» The HTTP URL call of Web site,

It is characterized by a name that must be unique and the information appropriate for each
type of command: Email or HTTP.
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' Email/HTTP

Edition of network commmands : Email, HTTP, SMS
Add a new network command or seleck one For updating it or removing it.

(Unselect by right mouse click)

List af Email cormmands

Mame Description Add
| Low batkery alerk | Low batkery alert
List of HTTP commands
Mame Description Add
| 5MS sending | we, smsenyol, com)smsEnvoi, phptuserLogin=%userd, .,
o [ Cancel ] [ apply ]

llStatus ;

Figure 11: Edition of network commands

[1.16.1 ADD A NETWORK COMMAND

Click on one of the buttons “Add”, one of the following windows opens and allows defining

the information corresponding to the new network command.

Creation of a new Email command
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* Email/HTTP

Creation of new Email command
Fields Email name, Email account, Recipient and Subject are mandatory. (@)

Email name ; Low battery alert
Email account : John Smith <john, smithi@company fr = W
Recipient : maintenance@societe. fr

Recipient in copy :
Subject : Low battery alert|

Low batkery = $report/10 % incoming from $name

Contents

Insertion of extratext :  (SiYes ()Mo

[ Ok ] [ Cancel ] [ Test ]

l|5tatus :

Figure 12: Creation of an Email command

» The field “Email name” allows defining a unique name in this network command
(mandatory field).

The field “Email account” allows choosing on which SMTP server, the Email will be
sent (mandatory field). At least an Email account must be beforehand created (cf.
chap. 11.18).

The field “Recipient” allows defining the recipient of this Email (mandatory field). No
check is made on the validity of this address.

The field “Recipient in copy” allows defining a recipient in copy of this Email
(optional field). No check is made on the validity of this address.

The field “Subject” allows defining the subject of this e-mail (mandatory field).

The field “Contents” allows defining the contents of this e-mail (optional field).

The extra text is a text describing the triggering of the software action.

A\

VVV VY 'V

To display a brief help on the Email contents building, you can click on the symbol € being
at the top of the window.
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Brief help on the Email contents building
The Email conkents can conkain wariables informing about the trigger,

Yariables which can be inserted into an Email contents :
$nwlkAddr : The nebwork address of the source Zigbee node

$ieeeAddr ;. The IEEE address of the source Zighee node
$modelld : The Modelldentifier of the source Zigbee node

$name : The name of the source Fighes node

$date : The triggering date of the software action

$report ; The reported value which tringered the software ackion
$text The text on the triggering of the software action
Examples :

Email contents Alert Low Battery
Low Batkery ($report Y3 incoming From $name

Email contents Alert Instantaneous demand
$date : Instantaneous demand = $report W incoming from $modelld $ieessddr

Creation of a new HTTP command

& Email/HTTP

Creation of new HTTP command
Fields HTTF narme and URL are mandatory, &

HTTP name ; 5M3 sending

JRL : hikkpe [ i, smsenvoi, comy'smsE meeol, phpruserLogin=4us
I=er johinsmmith

Password : ssssnne

[ ] Connection with Authentication {Basic)

Session identifier

Password
|:| Connection by Procey server

Proxy name :
Proxw park :
Procy login

Proxy password

Ok ] [ Cancel ] [ Test ]

l kakus :
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Figure 13: Creation of a HTTP command

The field “URL name” allows defining a unique name in this network command
(mandatory field).

The field “User” allows defining a user name that we can insert into the URL thanks
to the variable $user (optional field).

The field “Password” allows to define a password that we can insert into the URL
thanks to the variable $password (optional field).

The field “URL” allows defining the URL to be called. It is composed of the Web site
to be reached and variables (mandatory field).

Fields “Session identifier” and its “Password” are used for a connection to the Web
server with authentication (optional fields).

Fields “Proxy name” and its “Port of the proxy” are used for a connection to the Web
server through a proxy (optional fields).

vV V Vv V¥V V V

To facilitate the typing of the URL, it is possible to write it in a file text and to make a
copy / paste to the field “URL”.

It is also possible to display completely the URL by a right click on the mouse in the field
65URL9’.

Creation of new HTTP command
Fields HTTP namne and URL are mandatory, (&)

HTTP name ! SM3 sending

| Wi, smsenyvol, comismsEnwyol phpruserLogin=$userguserPassword=$passwordfudestMNums=+3361 1223344 8smsCompo=Intrusion alert inconing Frol $name |
T T

To display a brief help on the URL building, you can click on the symbol & being at the top
of the window.
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Brief help on the URL building
The HTTP URL has to be composed of the Internet address of the Web server followed possibly by parameters passed on by the GET method.
The value of one pair namefvalue of a parameter can be one of variables described below,

¥ariables which can be inserted into an URL :
$user ; The contents of the Field User

$password : The contents of the field Password

$nwkaddr ;  The network address of the source Zighbes node
gieeeAddr : The IEEE address of the source Zighee node
$modelld : The Modelldentifier of the source Zighee node

$name : The nare of the source Zighee node

$date : The triggering date of the software action

$report : The reported walue which triggered the software action
g$text : The text on the triggering of the software action
Examples :

Record an image of a network camera
192,168.1.10/carmer s-cgifimage . cgi

Sending of a SM5 by a retail website
wiw, smsenyol, comsmsEnvoi, phpruserLogin=fuserfuserPassword=$passwordidestsMums=+33611223344&smsCompo=Alerte temperature provenant de $name

Writing in a database
localhost finsertionBdd, php#source=$rwkAddriaction=4$text

[1.16.2 UPDATE A NETWORK COMMAND

Select a network command in one of the lists and click on the button “Update” or simply
double-click on the network action to be modified.

The window corresponding to the type of the selected action opens and allows you to change

all the parameters of the network command except the name given that it is unique and
identify this command.

[1.16.3 REMOVE A NETWORK COMMAND

Select a network command in one of the lists and click on the button “Remove”.
The following window appears to require a confirmation of you.

Confirmation

‘-?f/ Are wau sure you wank ko delete the netwark cammand 'SMS sending' ?

It is not possible to delete a network command used in an already created software action or
one is ongoing of edition; in that case the following information window opens to indicate it.
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Information

So that the deletion of a network command becomes permanent, it is necessary to leave the
window “Edition of network actions” by the button "Ok". Otherwise to cancel the current
modifications, click on the button “Cancel”.

[1.17 EDITION OF MACROS

The edition window of macros is accessible from the menu “Edit/Macros of commands” or
from the edition window of software actions” when you click on the button “Edit macros of
commands...” in the command zone.

A macro is a set of commands of different type: Device, Scene, Email, HTTP and SMS. It is
characterized by a name, which must be unique, and an optional description.
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X

*' Macro of commands

Edition of macros
Add a new macro or select one For updating it or removwing ik,
Unseleck by right rmouse click)

List af macraos

Mame Description

Inkrusion Inkrusion soukh door

Remove

Content of macro @ Intrusion

Mame Tvpe

Set Plug bo QR device

Sending alert ermail
(04 ] [ Zancel ] [ Apply ]

lStatus :

Figure 14: Edition of macros

[1.L17.1 ADD A MACRO OF COMMANDS

Click on the button « Add », the following window opens and allows defining the name and
the (optional) description of the new macro.
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Add a macro of commands
Field Macro name is mandakary,

Macro name : | |

Description | |

[ Ok ] [ Cancel ]

At this stage, the contents of the macro are empty; it is thus necessary to select it in the list of
macros and to modify its contents (cf. Chapter “Update a macro”).

It is necessary to leave the window “Edit macros” by the button “Ok” for taking into account

the add of this macro. Otherwise to cancel the current modifications, leave by the button
“Cancel”.

[1.17.2 UPDATE A MACRO OF COMMANDS

It 1s necessary to leave the window “Edit macros” by the button “Ok” for taking into account
the update of this macro. Otherwise to cancel the current modifications, leave by the button
"Cancel".

Beforehand, select the macro to be modified in the list of macros.

To modify the description of the macro: double-click on the field "description™ of the
macro in the table, type the new description and validate by the touch “Enter”.

‘ Macro of commands

Edition of macros
Add a new macro or select one For updating it or removving it.
Unselect by right mouse click)

List af macros

Mame Description

nkrusion south door|

Remove
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To add a command: click on the button "Add", the following window opens and allows
choosing the type of command and the command.

* Macro of commands

Add command
Select a byvpe of command
then add one command by iks name

Twpe ! sCene hd

Command ; Close shutters b

Turn off the lights
Cpen shutters
Turn on the lights

To remove a command: select the command in the contents of the macro and click on the
button "Remove".
The following window appears to require a confirmation of you.

Confirmation

\?/I Are you sure you wank to remove this command from the macro 'Intrusion' 7

tes [ Mo

[1.17.3 REMOVE A MACRO OF COMMANDS

Select a macro in the list of macros of commands and click on the button "Remove™.
The following window appears to require a confirmation of you n.

Confirmation

\?’) Are wau sure you wank ko delete the macra 'Tnkrusion' 7
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It is not possible to delete a macro used in an already created software action or one is
ongoing of edition. In this case the following information window opens to indicate it.

Information

! E IUnauthorized removing of a macro used in a software action |

It is necessary to leave the window “Edit macros” by the button “Ok™ or “Apply” for taking
into account the remove of this macro. Otherwise to cancel the current modifications, leave by
the button “Cancel”.

[1.18 CONFIGURATION OF EMAIL ACCOUNTS

The window of configuration of Email accounts is accessible from the menu “Tools/Email
accounts...”

An Email account is a set of information on the SMTP server used to send Emails on Internet
network and on the sender name.

* Email accounts

Edition of Email accounts
Add a new Email account or select one For updating it or removing it.
List of Email accounts
Sender name Email address add
John Smikh ¥ ahoo johin. smith@yrnail, com
John Smith GMail johin . smith@grnail. fr
Johin Smikh john. smithi@campany  Fr
] 4 ] [ Zancel

Figure 15: List of Email accounts
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[1.18.1 ADD AN EMAIL ACCOUNT

Click on the button “Add”, the following window appears and allows you to define the
parameters necessary for an Email account.

Sender name,

Email address,

SMTP server and its port

Session identifier and its password for a connection with authentication to the SMTP
server,

e Secure mode.

The button “Test” allows sending a message on the Email address of the sender, in order to
test the connection parameters to the SMTP server. This action is displayed in the window of
the log actions (cf. Chapter 11.5).

Below, the example for an Email account with a not secure connection to a SMTP server.

* Email accounts

Parameters of Internet Email
The first four parameters are mandatory so that your Email account works, @)

User information

Sender name ; John Smith

Email address : john, smithi@company. fr
Email server information

Cukgaing Email server (SMTP ; smtp.company. fr
Port of the Email server (SMTP) ; 25

[ Connection with Authentication

Session identifier :

Password :

Secure mode of the session

Ok ] [ Test ] [ Cancel

llStatus ;

Figure 16: Email account no secure

To display a brief help on the Email account configuration, you can click on the symbol @
located at the top of the window.
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Brief help on the Email account configuration
An Email account has to contain at least the name of the sender, its Email address, the SMTP server and its part,
The connection to the SMTP server often requires an authentication on a secured protocol S5L or TLS.

Examples :

Orange
SMTP server ;. smkp-msa.orange.fr

Paort of server @ 587

Secure mode 1 Mone
Yahoo
SMTP server @ smkp.mail.yahoo,Fr

Part of server © 465

Secure mode @ 550
GMail
SMTP server @ smkp.gmail, com

Port of server ; 587

Secure mode ¢ TLS

The second example shows the settings for an Email account with a secure connection to a
server SMTP as Yahoo, Gmail, etc....

i * Email accounts

Parameters of Internet Email
The first four parameters are mandatory so that your Email account works, &)

User information

Sender name ; John Smith ¥ahoo

Email address ; john, smikhi@ry il com
Email server information

Cutgoing Email server (SMTP) smtp.mail, yahoo.fr
Port of the Email server (SMTP) 455
Connection with Authentication

Session identifier ; john, smikhi@ryernail com

Passwiord sesssnnne

Secure made of the session : {(¥) Mone {issL (LS
O, ] [ Test ] [ Zancel ]

l kaktus :

Figure 17: Email account secure
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[1.18.2 UPDATE AN EMAIL ACCOUNT

Select an Email account into the list of Email accounts and click on the button “Update” or
simply double-click on the account that must be updated.

The following window appears and allows you to change all the parameters of the Email
account except the sender name given that it is unique and that it corresponds to the name of
this network action.

* Email accounts

Parameters of Internet Email
The First Four parameters are mandatory so that your Email account works, @&

User information

Sender name ; John Smith Grail

Email address ; john, smithi@agrnail, fr
Email server information

Cutgoing Email server (SMTP) smtp.gmail.com
Port of the Email server (SMTP) 557
Connection with Authentication

Session identifier ; john, smithi@agrnail, fr

Password : TTTYTTYY

Secure made of the session : () Mone {1550 (TS
ook [ Test ] [ Cancel ]

l kaktus :

Figure 18: Parameters of Internet Email

So that the modification of an Email account become permanent, it is necessary to leave the
window of “Parameters of Internet Email” by clicking on the button "OKk". Otherwise, to
cancel the current modifications, click the button “Cancel”.

[1.18.3 REMOVE AN EMAIL ACCOUNT

Select an Email account into the list of the Email accounts and click on the button “Remove”.
The following window appears to require a confirmation of you.
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Confirmation

\__:.:/ Are you sure you wank to delete the Email account 'John Smith' 7

Eoes [ Mo ]

It is not possible to delete an Email account used in an already created software action or one
is ongoing of edition; in that case the following information window appears to indicate it.

Information

! E Unauthaorized removing of an Email account used in a software action |

So that the deletion of an Email account become permanent, it is necessary to leave the
window “Edition of Email accounts” by clicking on the button "OKk". Otherwise, to cancel the
current modifications, click on the button “Cancel”.

[1.19 CONFIGURATION OF THE ZIGBEE NETWORK

[1.19.1 EDITION OF THE NETWORK PARAMETERS

The edition window of network parameters is accessible from the menu “Tools/Zigbee
network parameters/Configure...”.

= Zighee network parameters @

Edition of Zighee network parameters
Update the channel of Zigbee nebwork.
Al Zigbee nodes are going to change channel
by remaining associaked to the coordinatar,

Fighee network secure

Fighee Channel (11 ko 26)
Pan ID {0x0001 to 0xFFFF) | 0x5809

Without creation of a new network

(04 ] [ Zancel

llStatus :
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The first window shows how to change the channel of the Zigbee network without creation of
a new network. All Zigbee nodes are going to change channel by remaining associated to the
coordinator.

e Zipbee network parameters

Edition of Zighee network parameters
Ipdate the parameters of Zigbee network,
Mo more Zighee node will be associated with the coordinator,
The walue of 10 corresponds to all channels, Ik means that
the UBee chooses the channel to be occupied among 16,

Fighee network secure

Fighee Channel (10 ko 26) 13

Pan ID (00001 ko OxFFFF)  |0x5809

[] Without creation of a new network

(04 ] [ Zancel

l kaktus :
Figure 19: Edition of the network parameters

As it leaves the factory, the UBee chooses a Zigbee channel among 16 available channels
according to the criteria of radio quality and also chooses the identifier of network (Pan ID).

To force the UBee to use a particular channel, you have to enter a value of channel included
between 11 and 26. It is also possible to choose a particular Pan ID by entering a value
included between 1 and 65534.

To enter a value in hexadecimal, you have to enter the value by beginning by Ox and tap on
the TAB key to validate the value.

To note that the value 10 for the channel allows restoring the choice of the channel by the

UBee and the value Oxffff (65535) for the Pan ID allows you to restore the choice of the
identifier of network by the UBee

[1.19.2 SAVE THE NETWORK PARAMETERS

The edition window of network parameters is accessible from the menu “Tools/Zigbee
network parameters/Save...”.

This file will afterward allow restoring the parameters of a Zigbee network on any UBee.
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X

Save

Save jn; | () CLECDE v FEE

b |5 ClecBee
|5 UpdatelBee
Mes Wb
documents ) Wibes

récents

?‘[‘.‘

Bureau

i

Mes documents
Paste de
kraail

‘g File name: |netwu:urkJ:uaram| | [ Save ]

Faworis réseaun |
Files of tvpe: |F‘arameters * el w | Cancel

[1.19.3 RESTORE THE NETWORK PARAMETERS

The edition window of network parameters is accessible from the menu “Tools/Zigbee
network parameters/Restore...”.

The network parameters restore allows to change a defective UBee by a new UBee and to
apply the saved parameters to it.

The network parameters restore is possible at the moment only on the Zigbee networks not
secure. Otherwise, the following window will be displayed.

Information

The network parameters reskaration is not possible
at the moment on secure Zigbee networks,
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X

Open

Lookin: | () CLEODE v 2 @EE

| b |5 CleoBee
|5 UpdatelBee
Mes Wwib
docurnents ) Wibee

récents

ol

Eureau

2

Mes documents
Paoste de
kravail

‘g File name: |netwnrkjaram.xml | [ Dpen ]
Files of Eype: |F‘arameters * sl v | Cancel

Favaris réseau

The following window appear to ask a confirmation

Confirmation

[1.19.4 OPENING OF THE ASSOCIATION DURATION

The settings window of the pairing duration is accessible from the menu “Tools/ Opening

association duration...”.
The Zigbee pairing allows new Zigbee nodes to join the network during a specified duration.

By default the duration of opening is 2 minutes.
The led of the UBee blinks during the Zigbee pairing.

The “Stop” button allows you to close the pairing process.
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. Opening association duration rg|

Opening of the association duration
hoose a duration of opening during which
Zighee nodes are autharized ko join the netwark,

Duration in seconds (1 bo 65534

[ Ik ] [ Zancel ] [ Skop ]

l Fatus :

[1.19.5 EDITION OF THE FILTER OF AUTHORIZED ZIGBEE NODES

' * Tighee nodes filter,

Edition of the filter of authorized Zigbee nodes
Add a new Zighee node or select one For removing ik,

Lisk of authorized Fighee nodes

Zigbee node IEEE Address
ZPLUG {aA-BC) 10-00-00-50-C2-36-048-BC
ZPLIUG {64-07) 10-00-00-50-C2-36-64-07
ZRC {55-04) 10-00-00-50-C2-36-65-04
Z3CREEM {&5-02) 10-00-00-50-C2-36-65-02
K, ] [ Cancel

Figure 20: Filter of authorized Zigbee nodes

The edition window of Zigbee nodes authorized to enter in the network is accessible from the
menu “Tools/ Zigbee nodes filter...” .

To add a new Zigbee node already present in the network, make a drag and drop of this node

in the list of the window of filter edition.
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After validation of the filter by the touch “OK?”, the Zigbee nodes not present in the filter are
forced to leave the network. Except when the filter is empty which corresponds to accept all

Zigbee nodes in the network.

*' CleoBee - Untitled

File Edit Wiew Tools ‘window Help

ha®E & = i

Zigbee nodes l F‘rDjEl:tl

N ¢ View Topology
]

. UBEE UEiee

§#) ZrLUG (ga-07)

Edition of the filter of authorized 2ighee nodes
b2 zrLUG (Ba-BC)

Add a new Zighee node or select ane for removing it

* Tigbee nodes filter E|

FRC (A5-04)

List of authorized Zighee nodes

IEEE Address
10-00-00-50-C2-36-64-07

Zigbee node
ZPLUG (6A4-07)

ZPLUG (EA-BC) 10-00-00-530-C2-36-64-BC

Y

A pop-up menu accessible on the right button of the mouse allows to:
» Add a new Zigbee node by its IEEE address,
» Remove the selected Zigbee node(s),
» Add all Zigbee nodes of the network,
» Remove all Zigbee nodes.

List of authorized Zighee nodes
IEEE Address
10-00-00-50-22-36-60-BC

Zighee node

ZPLUG (6A-BC)
ZPLUG (BA-07)
ZRC (65-04)
ZSCREEM (63-02)

Zighee nodes filter

add new object

Remove seleckion

add all nekwork,

Remove all
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[1.19.6 ADD A NEW ZIGBEE NODE

To accept a new Zigbee node in the network if a filter is present, it is necessary to enter the
IEEE address of this new object, then to validate this addition and then to reset the Zigbee
node so that it begins again its association phase with the UBee.

Ligbee nodes filter, [’5—<|

Add a new Zigbee node
Enter its IEEE address.

10-00-00-50-C2-36-00-00 |

[ Ok ] [ Cancel ]

[1.20 PROGRAMMING OF UBEE FIRMWARE

The window of the programming of UBee firmware is accessible from the menu “File/UBee
update...”

Select the HEX file of the UBee supplied by CLEODE thanks to the button “File” and
validate to begin the download.

' " UBee update

Programming of UBee firmware
Select the file to be programmed in UBee,

|C:'l,F‘ru:ujets'l,CIeu:uEiee'l,Lll:uee.hex |[ File. .. |

| 0% ]

O, ] [ Cancel

llStatus :
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The following window appear to ask a confirmation

Confirmation

\‘g/ Are you sure you wank ba reprogram UBee ¥

Eoes [ Mo

The UBee update time is estimated at approximately 15 minutes.

Warning: don’t turn off the computer or remove the UBee during the download at the risk of
a defective programming of the UBee.

[1.21 INSTALLATION OF THE ACCESS BY INTERNET

The access by Internet to the management of the Zigbee network requires a MySQL /
PostgreSQL server and a HTTP server (Apache for example) with an interpreter PHP 5.2.5 at
least.

Each of 2 servers can run on the computer where CleoBee is launched or on another computer
connected to the same IP network.

Refer to the documentation of MySQL and Apache for the installation of these servers.

ClegBee Server MySQL  Serveld HTTP

<

Client Web

For computers under Windows, a simple solution is to use ‘“wampserver”’
(http://www.wampserver.com) which includes an Apache server, a MySQL server and a PHP
interpreter. A version of “wampserver” is available on the CD-ROM of CleoBee.
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[1.21.1 CONFIGURATION OF THE DATABASE

It is necessary to create a user account and a database on MySQL / PostgreSQL server and to
update the configuration file “CleoBee.conf” being in the directory of installation of CleoBee.

#Activation du stockage en Database
DBASE STORAGE=true

# Driver Base de donnees : mysgl / postgresql
DBASE DRIVER=mysql

# Adresse IP du serveur de base de donnees
DBASE SERVER=localhost

# Utilisateur de la base de donnees
DBASE USER=zcleode

# Mot de passe de l'utilisateur de la base de donnees
DBASE PASSWORD=zcleode

# Nom de la base de donnees
DBASE NAME=zcleode

# Nombre maximum de logs par objet Zigbee
DBASE_LOGS MAX=1000

# Port du serveur de commande ZCL
ZCL_SERVER PORT=8585

# Enable/disable WiBee remote access
WIBEE_REMOTE_ACCESS=falSe

At the first starting up of CleoBee in mode “storage in database”, the tables of the database
will be automatically created.

[1.21.2 CONFIGURATION OF THE HTTP SERVER

It is necessary to activate the following PHP modules:
» php_mysqgl or php_pgsql
» php_pdo_mysql or php_pdo_pgsql
» php_sockets
» php_gb2

It is necessary to recopy PHP pages of the Web site in the appropriate directory of your HTTP
server, and to modify the configuration file “siteweb.conf” being among PHP pages.

; Adresse IP du serveur de base de donnees
DBASE SERVER=localhost

; Utilisateur de la base de donnees
DBASE USER=zcleode

; Mot de passe de l'utilisateur de la base de donnees
DBASE PASSWORD=zcleode

; Nom de la base de donnees
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DBASE NAME=zcleode

; Type du serveur de base de donnees : mysql / postgresqgl
DBASE TYPE=mysqgl

11.21.3 PROTECTION OF THE WEB SITE
The Web site is protected by password thanks to the “.htaccess” file of the Apache server.

In the “.ntaccess” file being in the root of the Web site, not to forget to change the absolute
path towards the “.htpasswd” file which is in the directory “private”.

AuthUserFile C:\wamp\www\cleobee\private\.htpasswd

The “.ntpasswd” file groups together the users authorized to reach the Web site.
By default, the user “admin” with password “admin” is defined.

To modify the password of a user or to add a new user
C:\wamp\bin\apache\Apache2.2.11\bin\htpasswd.exe .htpasswd admin

To remove a user
C:\wamp\bin\apache\Apache2.2.11\bin\htpasswd.exe -D .htpasswd toto

[1.21.4 CONNEXION TO THE WEB SITE

For each connection to the Web site from a browser, the following dialog box will display to
ask you for your user's name and your password.

Authentification reqguise

Le site http:/f192,168,85.27 demande un nom d'utilisateur et un mot de passe. Le site indique
% Acces Restreint »

Itilisateur ; | admin

Mok de passe |-----| |

I oK l [ Annuler ]

By default, the user’s name is " admin " and the password is " admin ". It is strongly
recommended to change the password at the first connection (cf. chap. 11.21.5).

[1.21.5 CHANGE OF THE PASSWORD

This screen allows you to change the password of the user “admin”. It is accessible by
clicking the link "Administration” in the general menu.

Give the old password, then the new password twice and validate by the button named
(GApply,S.
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— Change the password

Taer |admin |
0ld password |-u" |
Hew password |""nnu |

|

Confirm the new password |I'I'I'I'I'I'IIIIIIII

[ Apply ” Cancel ]

Figure 21 : Change of the password

If the change of the password is successful, a new identification will be required via the
dialog box (cf. chap. 11.21.4) of connection.

If you forgot your password, it is possible to reset it (cf. chap. 11.21.3).

[1.21.6 EXAMPLE OF WEB PAGES

Wl bee Easy and Wireless Home Automation

List on:'gbeeT"‘ nodes (6) [All residences v [ Residence... ]

Name Location Useful information
UBEE (39-EA) Mo name Started 2014713003 11:35:20
ZRC (5D-0E) Mo name 23.0°C
ZPLUG (26-B5) Mo name 0wy 25.82 Kah
ZPLUG (58-56) Mo name 46 0.32 KAk
ZMOVE (FO-CFY Mo name Presence 2014113703 11:46:49
ZDOOR (58-65) Mo name Cloged 2014713003 11:35: 31

® Zighee ghost nodes
® Mo accessible Zighee nodes

\ X 8 Rue Bourseul, 22300 Lannion - France
e ¥ La nouvelle génération d'objets communicants Tel : +33 296 48 68 18
Capyright & 2010 CLEODE, Al rights resenvad Fax : +33 296 48 19 11
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ee Easy and Wireless Home Automation

Model |dentifier
Device Type

Network Address
|EEE Address
Name

Location
Manufcaturer code

Application version

Parent

Children

Instantaneous consumption

Accumulation consumption

Powver outlet state

Properties of ZPLUG (26-B5)

ZPLUG
ROUTER

UxBOCO

00- 12-4B-00-02-20-26-B5

‘ND narne |[ Apphy J

\ [4eply |

1089

021
ZPLUG [58-56

ZRC [5D-0E
ZMOWE [FO-C7
ZDOOR [58-65

Feset of Histony
25.82 k¥Wh | Resetof History
History Feset of History

Power outlet state

La nouvelle génération d'objets communicants

on [of]

8 Rue Bourseul, 22300 Lannion - France
Tel : +33 296 48 68 18

Copyright & 2010 CLEODE. All rights reservad. Fax : +33 256 48 19 11

ee Easy and Wireless Home Automation

History of ZRC (50-15) @

Temperature

22,09

20,0 52

18.0 %2

°C

16.0 %2

14.0 °C

12.0%C T T

La domotique facile et sans fil

G-fhar-2014 &-fhar-2014 T-fhar-2014

Copyright & 2013 CLEODE. Tous droits réservis,

S-fhar-2014 10-Ahar-2014 11-har-2014 12-Mhar-2014 13-Mhar-2014 14-ihar-2014

3 Rue Thomas Edison, 22300 Lannion - France
Tel : +33 29648 68 18
Fax : +33 29648 19 11
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11l INSTALLATION OF CLEOBEE™

1) In the root of the CD-ROM, run application cleobee_install.exe, choose the language
and click on Next:

& CleoBee Setup E|§|E|

Welcome to the CleoBee Setup
Wizard

This wizard will guide vou through the installation of ClecBee,
It is recommended that vou close all other applications
befaore starting Setup. This will make it possible to update
relesant syskem files without having to reboot wour

compuker,

Click. Mext to conkinue,

uext:b | [ Cancel

2) Accept the conditions of the user license by clicking on | Agree

¥ CleoBee Setup E|E|E|
Licenze Agreement P —
Plzase review the license kerms befare instaling ClecBee, ‘,‘ @ ',’

Press Page Down ko see the resk of the agreement,

[nstallation de CleoBee - version : 5.0
Copyright () 2003-2013 - CLECDE 5.4,

Support technigue @ mailko:suppork@cleode. Fr

3 Rue Thomas Edison
22300 LAMMION - France
Tel, +33(0) 2 96 45 65 13
hikkp: v cleade. fr

If wou accept the kerms of the agreement, click. I Agree to conkinue, You rmusk accepk the
agreement ko inskall ClecBee,

< Back ” I Agree l [ Cancel
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3) Choice to install for anyone using this computer or just for me

© CleoBee Setup |Z”E|b__<|

Choosze Users

Choose for which users wou wank ko inskall CleoBee,

Click Mext o continue,

{#) Install for anyone using this computer

() Install jusk For me

Select whether wou want to inskall CleoBee for vourself only or for all users of this computer,

',

[ < Back. ]L_E-.I_.ext:b | [ Cancel

4) Choose the directory of installation and click on Install

© CleoBee Setup

Choose the Folder in which toinstall CleoBee,

Setup will install ClecBee in the Following folder, Toinstall in a different folder, click Browse
and select another Folder. Click Mext to continue.

Destination Folder

_:'\Program Files\CLEQDE) CleoBes | Browse, .,

Space required: 11,9M6
Space available: 123, 1GE

Choose Install Location (

oy

< Back ” Mext > l [ Cancel
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5) Enter your license being on the CD jacket, and click on Install to continue.

© CleoBee Setup

h
i

License information —
¥,

For help, please contack the CLEQDE suppaort,

Enter wour license (press Tab ko get ko the next figld),

[ < Back. ” Install ] [ Cancel

6) A window of progress appears, to click on Next to continue.

© CleoBee Setup

W
aiid

Installation Complete —
¥,

Setup was completed successFully,

Zompleted

[IIIIIIIII----------------------------------------------4

Show details

Cancel
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7) Click to Finish to Finish the install.

© CleoBee Setup

Eo®

Completing the CleoBee Setup
Wizard

CleoBee has been installed on wour computer,

Click. Finish ko close this wizard,

Einish

8) A shortcut to CleoBee™ was installed on the desktop of the computer:

$
7|

CleoBes
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Any request of support must be sent at following mail address or by email at
support@cleode.com:

-]

CLEODI

CLEODE S.A.
Support and Maintenance

3 Rue Thomas Edison
22300 Lannion
Phone: +33 (0) 2 96 48 68 18
Fax: +33(0) 29648 19 11

E-mail: support@cleode.com
Web: http://www.cleode.com

End of the user manual
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